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Abstract-Thiswork presents amodel oftrustasitrelates tothe managementofinformation
technology (IT). We comment on the definition of trust as applied to contemporary
business environments, and discuss the associated risks due to the complexity of modern
globalized relationships. This work focuses on IT management, emphasizing the necessity
of aligning organizational strategies with a company’s activities as recent studies have
concluded that organizations that exhibit “business-focused” IT management are subject
to less risk. In this context, our proposed model enables the evaluation of trust as it
relates to IT management, by means of metrics that are related to business factors. A
field application of this model demonstrates the relevance of measuring trust as a means
to mitigate business risks related to IT management.
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1. Introduction

The environment in which organizations
find themselves is increasingly globalized and
competitive. Businesses need, for optimized
performance, trustworthy sources of updated
information, making information technology
(IT) crucial to their overall goals. Moreover,
the technological development associated with
globalization has created a demand for increased
interaction between geographically distant
people, which underscores the importance of
trust when sharing information in this situation.

For efficient use of management resources,
it must be remembered that what cannot be
manipulated cannot be controlled. This article
focuses in one specific area of information
technology, the concept of trust, and attempts
to evaluate its effect over several areas of IT
management.

Although the concept of trust as it relates
to various fields has been studied for decades,
a great deal of interest remains in developing
and applying empirical and theoretical models.
Hereafter we propose a model that enables the
evaluation of trust as it relates to IT management,



by means of metrics that are related to business
factors. A field application of this model
demonstrates the relevance of measuring trust
as a means to mitigate business risks related to
IT management.

2. The concept of trust

Mayer et al. (2005) list several areas in par-
ticular where trust is required: communications,
leadership, goal-oriented administration, ne-
gotiation, game theory, performance recogni-
tion, work relations, and self-managed working
groups. Specifically, trust is essential whenever
a purchase is made or a service is rendered.
While it is undeniable that trust between parties
is critical, a formal definition of trust seems to
be difficult. Kee et al. (1999) affirms that “trust
is becoming more and more important, but no
one knows yet what really it means”.

Sociologist Diego Gambetta (1988) believes
that an objective standard definition of trust is
almost impossible. In a relationship between
two parties, there is no guarantee of reciprocity
in the amount of trust, since each side may trust
the other with varying degrees of certainty.
The decision to initiate an interaction with
another agent depends on the level of trust
established, the particular context, and the level
of risk involved.

As a result of these difficulties, trust is
often defined only within a particular situation
of interest—Fukuyama (1996), for example,
generally characterizes trust as a social virtue
that contributes to prosperity in contemporary
society while Luftman (1999) specifically sees
trustas afactor sustaining business-IT alignment.
Yet more specifically, Pillatt (2002) highlights a
definition of trust to be used within the context of
e-business, focusing, in a very specific manner,
on topics such as authentication and ability to
pay for products or services. However, this type
of definition is restricted to the measurement of
the trust regarding the relationship of a buyer
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and a seller, and does not universally apply
to the assessment of trust in other situations,
such as negotiations. Manchala (1999, 2000)
attempts to be more generic, quantifying trust
for whole business transactions and abstracting
factors tied to participants. In this case, the
details regarding the entities participating in
the transaction and the product or service are
blurred.

When searching for a wider conception
of trust based on objective—aspects related
to honesty, competence, and faithfulness,
we may be required to invoke terms such as
authorization, authentication, and validation. In
fact these terms might be used interchangeably,
according to Grandison and Sloman (2000), who
considered authorization to be the result of a
reliable relationship. These authors propose
that a delegation of access rights occurs when
a transactional entity performs certain actions
for a specific party when the identity of that
party has been verified by an authentication
process. This verification may take place using a
password, digital certificates, or other methods
(Grandison and Sloman, 2000).

Jones (1999) adds that trust is defined by the
European Commission Joint Research Centre as
being “the property of a business relationship, so
that credit can be given to the business partners
and to the transactions played with them.”

Thus, it is possible to say that definitions of
trust at times tend to touch on interpersonal
relationships, while also involving services
rendered. Therefore, a proper standard will
require psychological was well as objective
aspects. As a result, it is beneficial to
distinguish between interpersonal trust, inter-
institutional trust, and trust between a person
and an institution (Grassi, 2004). An interesting
approach, due to Lyons and Mehta (1997), states
that trust is a continuum, ranging from complete
trust to its complete absence. These authors
analyze the role of trust in facilitating efficient
exchanges by considering socially-oriented and
self-interested trust.
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Socially-oriented trust considers aspects of
the past when analyzing the social behaviors
exhibited by individuals in a community who,
intentionally or inadvertently, support trust
and its consequences. Dogson (1993) calls this
vision “goodwill trust,” where the recognition of
good behavior in social arenas leads to a positive
reputation. These-social relations are governed
by mutually understood group norms.

Self-interested trust arises from game theory,
where the interests of agents partially conflict
and partially converge. Trust is a result of
careful calculation, or the intentional creation
of incentives in response to a fear of betrayal.
The relative costs and benefits of being trusting
and/or trustworthy are measurable, and can be
evaluated within the limits of the game. Therefore,
self-interested trust, in contrast with the previous
definition, is fundamentally “forward-looking”,
with agents being trustful or trustworthy only up
to the point where they expect such behavior to
be beneficial to themselves.

Grassi (2004) comments on this dichotomy
that, although “the authors, when distinguishing
between the two types of trust described above,
do not consider that one is universally true and
the other is not, nor that there is place for only
one type of trust in each relationship. They
can be used to strengthen one to the other,
although they are probably present in different
combinations of relative importance. It would be
made a mistake to consider that they are equally
important. It is possible that a type is dominant
in a group of firms and the other, in others”.
Lyons and Mehta (1997) only affirm that it is
“widely possible that the same individuals come
to act with socially-oriented trust with respect to
a commercial partner, but with self-interested
trust with respect to another one.”

Domenico and Macri (2005) cite Couch et
al. (1996) to add that a further distinction can
be drawn between the trust an individual might
display toward people in general, and trust based
on relationships with specific trading partners.
The first mode quantifies the inherent tendency

or predisposition of an person to be trusting,
while the second refers to the faith he or she
has in a particular relationship, which, according
to Rempel, Holmes, and Zanna (1985) may be
influenced by the characteristics and actions
of one of the partners. Trust in general, being
related to socially-oriented factors, derives from
expectations based on previous experiences,
and depends on how much an individual believes
in human honesty, as well as his or her personal
temperament.

Mayer, Davis and Schoorman (1995)
emphasize that people differ significantly in their
propensity to trust and their desire to believe
in others. People with different experiences,
personality types, and cultural backgrounds may
vary in their propensity and willingness to trust.

3. Methodology

Since trust is based, at least in part, on the
relationships of members within a society, the
trust between peers may be very different than
the trust given by an individual to an organization.
Robinson and Jackson (2001) affirm that trust is
related to a faith in people, and in particular, the
faith that a trading partner will keep his or her
word. This involves risk, since this expectation
may not be fulfilled.

Bacharach and Gambetta (2000) affirm that
signals exist for individuals to evaluate the
trustworthiness of the others, and, moreover,
the presence or the absence of these signals
can often be quantified. In this way, trust and
trustworthiness may be measured.

The formalization of trust as applied to
IT management can be implemented using a
computational model tailored to the issues
specific to this type of business activity. To
accomplish this task, parameters have to be
established under which trust can be evaluated
and quantified.

To develop such a model aspects relevant
to IT management were used to build and



confirm a theoretical structure (figure 1). In
addition, elements were added relating the
following working definition of trust: "it is the
set of activities and mindsets that allows for
the designs, evaluation, and monitoring of the
appropriate mechanisms to establish decision
structures and processes for obtaining desired
behavior” (Weill and Ross, 2004).

IT
TRUST MANAGEMENT
y \J
TRUST IT
MANAGEMENT [<— VERIFICATION

TRUST MODEL

Figure 1: Development of the IT trust model

Thus, in implementing our model of trust
management, the following steps were-followed:

1. Selecting the parameters or aspects of trust
significant to IT management.

2. Checking the result of the metrics as applied
to IT management and, verifying the values
allocated to each aspect of trust.

3. Assessing risk by estimating the hazards
involved in a particular case.

4. Compiling a knowledge base, listing the
processes that are mostly prone to risk,
and finding particular areas of trust related
vulnerabilities.

3.1 Aspects of the Trust Metric

To quantify trust as it relates to IT
management, a set of metrics will be employed.
These metrics are related to categories of IT
components, enabling the evaluation of their
relative importance and relevance. Table 1
shows some metrics among the many that could
be proposed to contribute to the model.
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IT CATEGORIES METRICS

Proportion of redundant/
duplicate data elements
Percentage of
applications not
complying with the
information architecture
Frequency of data
validations

IT Architecture

Number and type of
deviations from the
accepted technology
infrastructure plan
Frequency of technology
infrastructure plan
reviews and updates
Number of technology
platforms that are not
in line with the defined
IT architecture and
technology standards
Number of critical
business processes
supported by obsolete
(or soon to be obsolete)
infrastructure
Number of infrastructure
components that are no
longer supportable (or
will not be in the near
future)

IT Infrastructure

Proportion of roles
with documented
position and authority
descriptions

Number of business
units/processes not
supported by the IT
organization

Number of core IT
activities outside of the
IT organization that
are not approved and/
or not subject to IT
organizational standards

IT Process

Number of disruptions
or errors caused by
inaccurate specifications
or incomplete impact
assessment

Cost of infrastructure
changes caused

by incomplete
specifications

Percent of changes that
follow formal control
processes

IT Changes
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IT CATEGORIES METRICS

Percent reduction of
unit costs based on IT
services delivered
Expenditure change as
a fraction of the total
budget

IT return on investment
expressed in terms of
business value drivers
(e.g.; sales increase
due to enhanced
connectivity)

IT Investment

Percentage of critical IT
objectives covered by
risk assessment
Fraction of critical IT
risks identified with
action plans
Percentage of risk
management action
plans approved

IT Risks

Number of incidents
damaging public
reputation=

Number of systems
where security
requirements are unmet
Number of violations
related to assigned
duties

Table 1: Trust related metrics for IT management

Information Systems
Security

A proper model for trust in the field of IT man-
agement should incorporate the relative importance
of these parameters, and will allow for a detailed
evaluation of the overall IT process. This can yield
a list of specific recommendations regarding points
of vulnerability and inadequate management.

Among the mechanisms related to IT manage-
ment, strong importance is attached to decisions
that insure that the overall system aligns with the
stated goals of the organization, as well as the
normative aspects of corporate governance.

This model relates to the decision making pro-
cess, which occurs in organizations whether the
process has been formalized or not. Efficient man-
agement can be facilitated by rationalizing the way
decisions are made. Existing structures can be
evaluated by performance, and approaches that

do not contribute to efficiency and the achieve-
ment of overall enterprise objectives can be ad-
justed or abandoned.

For alignment, administrative adequacy and
IT adjustment consistent with achievement of the
enterprise objectives are needed. Alignment is
materialized by adoption of processes involving
compromises by those involved in business and
IT. The processes can be evaluated for their prop-
erties and results, and can be classified according
to its trustworthiness.

Given that communication is needed to diffuse
policies related to efficiency, the diffusion of trust
evaluations can be used by managers as a means
to develop effective communication that is critical
for success in a business enterprise. Besides the
diffusion of the trust model, its metrics and relat-
ed IT categories will influence diagnosis of trust-
worthiness and any consequent readjustment. In
cases where there is a low level of trust, the factors
underlying that low trust level will impact manage-
ment.

The metrics cited will be assigned a range of
values to provide greater flexibility for the implan-
tation of the model on companies of various sizes.
To avoid misinterpretation of numerical values,
the values attributed to metrics variables will be
classified using a rubric of (1) low, (2) medium, (3)
high, or (4) very high.

3.2 Trust Evaluation

As the first step, a questionnaire is sent to man-
agers allowing them to assess the level of trust as-
sociated with IT activities within an organization.
Selected processes are evaluated according to the
established metrics based on trust requirements.
The results are evaluated using the rubric shown
in table 2.

Interval Trust Level Risk Level
[0, 4.9] Low High
[5.0, 6.9] Average Average
[7.0, 10] High Low

Table 2: Trust classification rubric



3.3. Verification of Results

Responses to the proposed questionnaire are
collected and summarized so as to provide the
data for plotting diagrams with relevant shapes
to present indicators of the IT management
situation.

For such analysis, six aspects of IT
management have been considered, namely: | -
Planning; Il - Organization; Ill - Implementation;
IV - Availability; V - Support; and VI - Control.
Each aspect has been subdivided according
to its domains, being evaluated by proper
metrics related to the items of the proposed
questionnaire. This way the evaluated trust
metrics indicate the situation of the different
management areas and directly point the areas
which need attention.

4. Field Application

Afieldtestwas conductedforthe governmental
organization now called DMB in the first quarter
of 2008. The outcome was the first systematic
description of its organizational structure in
relation to its institutional information and
communication technology (ICT). Oversight of
DMB and its strategic outlook are determined
by the Office of General Direction (ODG), while
tactical decisions and practical execution is left
to the Office Management Sector (ODS).

Decisions regarding ICT are under the purview
of the leadership at the ODG, which deals with
questions related to technology through its IT
Management Body (ODTI). Officials involved
in the activities of ICT exist at various levels,
including electrical engineers, systems analysts,
and computer scientists.

The DMB staff members who took part in the
present research were grouped according to
their standing in the decision making hierarchy
at ICT. Of the employees who filled out the
“planning” questionnaire, 12 were from the
IT section of the ODG, while 8 were managers
from ODTI. In addition, an “implementation”
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form was completed by 25 CDS employees,
while 26 members from the CIT and 14 from
the CAT in Brasilia filled out a “support” version
of the questionnaire. In all, the responses of 85
participants were tabulated.

Table 3 summarizes the number and rank of
the participants, as well as the total number of
people working in each department.

- Sectors | Sfrategist  Execution
| ODG | ODTI | CDS | CIT | CTA |
.. .| Managers. | Managers || Analysts | Analysts | Analysts |
.Prbcessés 5 ............................................
Plaming |
. Gontrol - 5 b o8l (]
Inipleme'ntation' O |
*Avaliability o DL i G g Ry |
....Suport . |A . ... .. i ol
Organization 361295 | 14140

Table 3: Total employee counts in each
division and the number filling out the
questionnaire

The trust evaluation method outlined above
was implemented and the obtained final results
are summarized in the dashboard showed in
figure 2.

5. Conclusions

In designing a model of trust applied to the
management of information technology, we
conclude that the broad application of trust in all
aspects in this context corresponds to the general
belief that, in all branches of the organization,
investment in information technology is vital. The
resources utilized allow for steady improvement
in overall operational performance, although
this requires coordinated action at all levels, and
the requisite technological support.
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Figure 2: Trust evaluation results

It is also of prime importance that trust can
be related to the alignment of decisions made at
management levels with the global strategies of
the organization. A purely tactical mindset, with
limited vision and short-term thinking, does not
add value, but rather, inhibits progress.

The market already provides tools that aim
to deliver technological solutions, so that
information can be disseminated and managed
according to the goals of the organization. A
business that has proper coordination methods
in place will be poised to take advantage of new
opportunities as they present themselves, and
will also be better prepared to defend itself from
novel threats.

In contrast, inflexible management practices
and territorial battles hinder productivity. When
management is overly demanding, especially
regarding prompt completion of tasks that
could wait, worker morale and trust are
eroded. Intelligent control and implementation

strategies utilizing accurate trust metrics help to
eliminate the need for course corrections, while
simultaneously providing agility and promoting
a reputation for trustworthiness.

The type of trust considered in this study
of IT management is somewhat removed from
purely interpersonal relationships. Instead, the
approach to trust here involves a business-
oriented conception, which can be measured
and quantified.

Thus, in this context, one can infer that the
optimal IT management approach is intimately
tied to trust, which has the potential to provide
highly desirable results for management. As a
result, the creation of a formal trust model for
IT management makes greater effectiveness
possible, as this method allows for the alignment
of management decisions with organizational
strategy, and a deeper understanding of good
corporate governance. Given this principle, we
envision that organizational trustis also a fruitful
area for future research on human interactions
and game theory applied to IT management.
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